Security Recommendations

Please find below some helpful tips to improve internet
security:

e Keep your Username(s)/Business Internet Banking ID(s)
and Password(s) (PIN) secret and hard to guess

e Do not disclose your Password (PIN) to anyone

e Change your Password (PIN) on a regular basis

e Protect your computer with firewalls and anti-virus
software

® Do not access Business Internet Banking from cyber
cafes

e Check for a locked padlock symbol at the bottom right
corner of your browser to ensure the site is connected
to HSBC

e Never follow a link within an e-mail to start an internet
banking session. Instead, log-on directly from your
browser or select from your favorites if you have
already added our Business Internet Banking site to your
list of favorite internet sites. This will avoid you from
being sent to a false site. Remember: No e-mail from
HSBC will contain a hyperlink to our internet banking
log-on page.

You may have read or heard of fraudulent e-mails that
encourage recipients to enter their personal details such as
Usernames and Passwords (PIN). At HSBC, we take the
privacy and confidentiality of our customers' information
seriously and will never request your personal and financial
information via e-mail. If you receive such an e-mail request,
please delete it immediately.

For more details/information on security please visit us at
www.hsbc.com.ph.
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Dear Customer,

At HSBC, we constantly strive to ensure that
banking with us is a pleasant experience for you.
As a part of this endeavour, we introduce an
improved state-of-the-art service, Business
Internet Banking (BIB), which is quick, efficient
and easy to use. Now you can access your
Company’s/ Firm's account at your convenience
from your office without actually stepping into
the Bank.

You can access your bank accounts with your
Business Internet Banking ID along with your
PIN and the Security Device, which will be issued
to you as the person(s) authorized by your
Company to operate this facility. For security
reasons, we advise that you, as the authorized
person(s) operating these facilities, should not
reveal the PIN/Password or leave these and the
Security Device with anyone.

We hope the Business Internet Banking service
from HSBC will make your banking with us more
pleasurable.
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Users can transfer funds to any account in HSBC Philippines
free of charge or to any other Account maintained in another
Bank through Local Payment (LP) or Telegraphic Transfer
(TT), subject to standard tariffs. Transfers through GSRT/RTGS
are not available.

The user can also save a transaction, create a future dated
transfer or create a recurring payment using this option.

7. Services (Order Check Book, Change
Password)

Users can request for a check book and change Passwords
by using relevant options under the ‘Services' option in the
menu bar.

\We maintain strict security standards to prevent unauthorized
access to your account information. We use technologies
such as data encryption, firewalls and server authentication
to protect the security of your data. An internet web page
is considered secure if the URL address begins with https://
or a padlock symbol appears in the lower right hand corner
of the browser. 128-bit SSL encryption technology is used
to encrypt your account information. Encryption is a process
that transforms sensitive information into a string of
unrecognizable characters before they are sent over the
Internet. This keeps information private between the Bank's
computer system and your internet browser. In case you
forget to log-off or your computer remains inactive for a
period of time, then our systems automatically log you off
after a certain period of time. With the Security Device,
Business Internet Banking is doubly safe. The Security
Device generates a unigue dynamic code, based on a complex
algorithm that changes randomly. To use your HSBC Business
Internet Banking, you need to enter the Security Code in
addition to your Username and Password (PIN). You can
also specify transaction limits for Delegates or provide a
‘View-only" option that enables your Delegates to only view
and not transact on your account. The above features are
designed to protect you against unauthorized access. Please
refer to the Terms and Conditions for full details of your
security duties in relation to the Business Internet Banking
service.




The user can make a one-time payment, multiple payments,
set-up/modify/cancel future payments and set-up/modify/
cancel recurring payments.

accounts 2 No new messages
Pay Bils

Pay mutiple bits Pay Multiple Bills
* Pay Bil

> addpayee

* Maintain Payee List

Account: 000-530667-040 PHP CURRENT ACCOU X!
* Payment History
* Future Payments Check balance

ACH Payment

Transfers
| Rates Enquiry

000-530867-040 PHP CURRENT ACCOUNT-CUN

Services

tener Date DDMTYYY) Amount in PH
esavces SINING MAKULAY IN >, Ermsr007 |

Authorization

Accessand Securty  SINING MAKULAY INC - HOMECABLE 123456789
Contact Certre.

et [TwovE se 706 2] T ]
INNOVE 09175330602

Please note: For all types of financial transactions (including
future dated transactions) the User Daily Limit is reduced
by the transaction amount immediately.

5. ACH Payments (AutoPay)

This function can be used for making payments that require
single debit in the corporate account and multiple credits to
various accounts e.g. Salary Payments, Vendor Payments
etc. This facility can be used for making payments to and
from accounts held in the Philippines only (through Local
Payments).

Create autoPay |
It

i o i Upto 25 onres (4]

Dot account: CURRENT ACCOUNT-8ES, 0716601244
Voo aue ounoases -
Retecnce o deba account:

Racurting? No v

[T — i

Referance to all beneficlabes:

e

o Chintan 071880124001 2

Kamala Sundareswaran 018242624.001

o Vijaya Nadarajan 071880124001

Payments can either be made by filling out the spaces
provided in BIB or by uploading a file (see box 1 above; file
format: .csv). If beneficiaries have already been set-up
(through ‘Manage ACH Beneficiaries’ option in the menu),
users can simply click these beneficiaries (box 2 above).

Please note: For all types of financial transactions (including
future dated transactions) the User Daily Limit is reduced
by the transaction amount immediately.
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Introduction

Business Internet Banking (BIB) allows you to carry out your
banking transactions anywhere in the world, anytime of the
day, 7 days a week. With the click of a button you can check
your accounts, make transfers, pay your regular bills (mobile,
electricity, etc), request for a draft, make routine account
inquiries and much more.

BIB has been developed using modern technologies and it's
easy to use. It enables staff, colleagues, accountants, or
whoever else is nominated, flexible access rights which are
controlled by the Accountholder.

Getting connected to Business Internet Banking

A 10-digit Internet Banking ID, a Password and a Security
Device would be issued to you - the Delegate - to use the
Business Internet Banking service. To maintain confidentiality
and security, these are sent to you separately.

Your password will be accompanied with an
‘Acknowledgement Form’, which you will need to sign,
acknowledging receipt of your password.

Getting Started

First-time users

® Registration
1. Click on Business Internet Banking REGISTER button
available on www.hsbc.com.ph
2. Enter existing Internet Banking ID and Password (PIN)
as provided by the Bank
3. Enter a new Username and a new Password (PIN)
4. Read and accept the Terms and Conditions

This completes the one-time registration process for
first-time users

® Log-On

1. Click on LOG-ON button available under Business
Internet Banking

2. Enter the new Username and new Password as
entered in the step 3 of the registration process

3. Enter the 10-digit serial number located on the back
of your Security Device and the 6-digit Security Code
generated from the Security Device

This completes the log-on procedure and you will now enter
the Business Internet Banking session.




e Set-up for Transactions (to be done by Primary Users only)

To be able to access BIB, you need to appoint a Primary
User either through the Nomination Form handed to you
during application or by calling (+63 2) 85-878.

1. Change the User Signature Group from “Input and
inquiry only,” i.e., the User can only view BIB and
input transaction values but not actually effect the
transaction, to either the Signature Group “A” or “B”
using the “View/Change/Delete User” Option under
the “Access & Security” menu.

. Set Signature Group limits (for each account linked
to BIB) through “Account Control Set-up and Change”
option under the “Access & Security” menu. This is
required to be done only once when the company
starts using Business Internet Banking for the first
time and thereafter whenever it wishes to amend
these limits. The following example shows how the
Account Signature Group limits under Account Control
can be used:

Assume Company “X" has 2 users with the following limits
for transfer transactions:

Non-Predesignated

User User Group Payment Limit

User “X" B PHP 500,000

User "Y" A PHP 1,000,000

Assume further that the following Account Control (defaulted
at “Simple”; see Section 2.2.3) is set-up for Account “1"

All Transactions (PHP) Signature Required

PHP 500,000 1B

PHP 2,000,000 1A

Based on the above example any transaction in this account
will need to adhere to the above set rules. A few transaction
procedures are given on the next page.

2.4 Authorization

Access & Security - If Dual Admin Control has been activated
for the company, then the administrative changes in BIB
User Profile/Account Control done by a Primary User need
to be authorized by the other (different) Primary User. This
will not be applicable if the Admin Control activated is Sole.
All the Access & Security (Admin) related changes pending
authorization would be shown under the “Access & Security”
option in the “Authorization” Menu on BIB.

Instructions Pending — If a transaction entered by a user
needs authorization as per the Authorization Matrix, then
such transactions will be shown as pending authorization
under the “Instruction Pending” Option in the “Authorization”
menu on BIB. Please do note that such transactions will not
be processed until they are authorized through this option.

2.5 Activity Log

A Primary User will be able to view the activities/transactions
done by any User (Primary & Secondary Users) including
himself/herself through BIB.

Similarly Secondary and Input and Inquiry Only Users will
be able to review only activities/transactions done by them
through BIB.

3. View Account Balances & Past Transactions

All users can view balances and past transactions in accounts
that have been mapped to them. Users can view transactions
done, in such accounts, during the past 90 days. Users can
also download their account statement on their computers.

4. Pay Bills

All users having transaction access and Bill Payment access
can make a bill payment. To make a bill payment the user
has to first register a payee (from the list available on BIB).
This payee list can be maintained by the users.

 No new messages
Maintain Payee List

"

& SINING MAKULAY INC - HOMECABLE 123456789

0 INNOVE 09175330602




Select the accounts that the Secondary User should
access.

Selectthe services you want the new user to have access to

(The following s the st of services thatyou have access to)

Account enquiry. Activity log - this user's activities

=

autoPay Bill payment

)

Stop cheque Transfer

G

Activitylog - all users' activties Order cheque book

Q)

Create priority payment with beneficiary st Importbillinstruction
Term deposit Import documentary credit

Trade accountinformation Trade faciliies

(il (] )

‘Trade template and list Export DC transfer

Select the Services (bill pay, transfers, AutoPay, etc.)
that the Secondary User should be able to use.

= You have 3 new messages vint
Create new user
held}
Signature Group
Select one of the following.
Signature A Input and enquiry only
O (0]
Daily Limit Daily limit < INR >
Enter daily limit for each transaction type.

Transfers within portfolio 10000.00

10000.00

10000.00
Bill payments 10000.00

autoPay. 10000.00

Create | Change | Cancel

Finally, assign the Secondary User to a ‘Signature Group’
(i.e. A, B orl) and also set the Transaction limits.

The user will also be sent a “Nomination Form.” The newly
created user needs to submit the “Nomination Form" along
with the relevant documents (as given in the form) to the
Bank within 15 banking days from date of online user creation.
In case the form and documents are not submitted to the
Bank within the stipulated time, the Bank reserves the right
to restrict the Business Internet Banking access of such
user.

The Secondary User created online may be able to log-in to
BIB and enter transactions but he/she will not be able to
authorize transactions until the above stated forms and
documents are submitted to and verified by the bank.

Please note that the creation of a new user is an admin
related task and would need authorization if you have selected
Dual Admin control as explained in Section 2.1 above.

Transaction  Signature

Amount (PHP) Group User Comments

Any user can
individually
authorize the
transaction.

User
PHP 400,000 1A or 1B XorY

User X cannot
perform this
transaction as
this exceeds
_P|1_ihS/h§Ar limit.
e Signature
PHP 900,000 Group B also
cannot perform
this as this
similarly
exceeds the
Group's limit.

None of the
user limits
would be able
to authorize
this transaction
as it exceeds
their own

PHP 1,500,000 A. individual
limits.
Consequently,
this transaction
cannot be
authorized by
any of the
existing users.

All set-ups for new Business Internet Banking Customers
are now complete and you may now start transacting online.
Please also refer to Section 1 and 2 below for further details.

Regular Users (after completing the above set-ups)

* Log-On
1. Click the Business Internet Banking LOG-ON button
available on www.hsbc.com.ph
2. Enter your Username, Password and Security Code
(generated from Security Device) to gain access to
your account(s) through Business Internet Banking.




Features and Procedures

In this guide, you will find general information on HSBC
Business Internet Banking, with simple guidelines that take
you through every step necessary to set-up and access the
service. The following BIB services are covered in this user
guide:

. One-time Online Registration and Log-in

. Roles & Responsibilities of a Primary User(s) and a
Secondary User(s)

2.1. Dual or Single Admin Control
2.2. Authorization Matrix

2.2.1. User Access and Signature Group -
“Transaction & View" OR “Input & View"

2.2.2. User wise, Transaction wise Limit
2.2.3. Account Control
2.3. Creation of New User
2.4. Authorization (Access & Security)
2.5. Activity Log
. View Account Balances and past transactions
. Pay Bills
. ACH Payment (AutoPay)
. Transfers
. Services (Order Check Book, Change Password)

. Security

You may also access the “Help” function available on BIB
screens. If you have any questions, please contact us on
our Phone Banking number (+63 2) 85-878.

Please note: The screen content shown in this guide is for
reference only. Please refer to your own screen content
when registering and using our BIB services.

Tips for matrix set-up:

e The transaction limit set-up for Signature Group ‘A’
must be lower than the limit for ‘A+B" and ‘A+A".

e The transaction limit set-up for Signature Group ‘B’
must be lower than the limit for ‘A+B" and ‘B+B".

e There is no hierarchy between the Signature Groups ‘A’
and ‘B’ and the transaction limit set-up for Signature
Group ‘A’ can be higher than the limit for ‘B’, as is
often the case in the Philippines.

Please note, that any change in account control is admin
related and would need authorization if you have selected
Dual Admin control as explained in Section 2.1 above.

2.3 Creation of New User

Primary Users can create Secondary Users online through
the “Create New User"” option available under “Access &
Security” menu available in BIB. The user created online
will be sent a Business Internet Banking ID, Password (PIN)
and a Security Device by the Bank. The user will be able to
log-in to BIB only after receiving these items.

Enter the Secondary User personal details.

Account Name. Account Number

Selectthe accounts you wantthe new ussr o access

']

=

TERM DEPOSIT(S) 002-007565-000

CURRENT ACCOUNT-RES 002007565001

(AN

‘TERM DEPOSITS) 071-880124-000

=

CURRENTACCOUNT-RES 071-880124-001

=

CURRENTACCOUNT-RES 071-880124-002

=

CURRENTACCOUNT-RES 071-880124-003

c}

FCY CURRENT AC EEFC. 071-880124-511

a3

RAISED ON DENIM INDIA 071-880124-680

u]

RAISED ON DENIM INDIA 071-880124-680

=

CURRENTACCOUNT-RES 081-001455-001

c}

CURRENTACCOUNT-RES 081-001455-002

&

CURRENTACCOUNT-RES 081-001455-003

Selectthe Company name you want his ussr to access
RAISED ON DENIM INDIA 071-88012¢
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